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Ring-LWE vs Module-LWE

▶ Module-LWE is a generalization of ring-LWE, using the rank k
free module Rk

q , where Rq := Zq[x ]/(x
n + 1) as in ring-LWE.

The elements of Rk
q are k-tuples of polynomials in Rq.

Ring-LWE is just the case k = 1.

▶ Module-LWE works sort of like a hybrid between the original
LWE scheme and ring-LWE, combining both matrix
operations and polynomial multiplication.
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Ring-LWE vs Module-LWE

Advantages of Module-LWE:

▶ Scalability: The main way to increase the security of ring-LWE
is to increase the polynomial modulus degree n, but since this
is always power of two there is no way to make a small
increase in security if you are close to the necessary threshold.
On the other hand, in module-LWE you can also increase the
module rank k , which can be any integer.

▶ Parallelization: Many of the computations in module-LWE
involves matrix operations, which can be easily parallelized.
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Module-LWE Diagram



Public Setup

The public setup involves the following:

1. A prime q and modulus degree n resulting in the ring Rq.

2. Module rank k .

3. A notion of “small”, as applied to elements of Rk
q .

▶ These are k-tuples of ternary polynomials, with coefficients in
{−1, 0, 1}.



Key Generation

Bob selects a private/public keypair as follows:

1. Bob selects a small random element |s0⟩ of Rk×1
q

2. Bob selects a small random element |e0⟩ of Rk×1
q

3. Bob selects a uniformly random matrix Â in Rk×k
q

4. Bob defines |p0⟩ := Â |s0⟩+ |e0⟩.
▶ The element |e0⟩ can be discarded

▶ Bob keeps |s0⟩ as his secret key
▶ Bob makes (Â, |p0⟩) public as his public key



Encryption by Alice

Alice encrypts a message m ∈ Z2[x ]/(x
n + 1) as follows:

1. Alice selects a small random element ⟨s1| of R1×k
q (ephemeral

key)

2. Alice selects small random ⟨e1| ∈ R1×k
q and e ∈ Rq

3. Alice defines ⟨p1| := ⟨s1| Â+ ⟨e1| and
c := ⌊q/2⌉m + e + ⟨s1|p0⟩

▶ Alice may discard ⟨s1| , ⟨e1| , and e

▶ The ciphertext is (c , ⟨p1|), which is sent to Bob



Decryption by Bob

Bob decrypts the message as follows:

1. Compute x = c − ⟨p1|s0⟩
2. Divide by ⌊q/2⌉
3. Round the coefficients to the nearest integer modulo 2; the

result is the message m

Correctness:

x = c − ⟨p1|s0⟩

= (⌊q/2⌉m + e + ⟨s1|p0⟩)−
(
⟨s1| Â+ ⟨e1|

)
|s0⟩

= ⌊q/2⌉m + e + ⟨s1| Â |s0⟩+ ⟨s1|e0⟩ − ⟨s1| Â |s0⟩+ ⟨e1|s0⟩
= ⌊q/2⌉m + small polynomials,

so dividing by ⌊q/2⌉ and rounding coefficients to the nearest
integer modulo 2 returns m
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Module-LWE: Library functions

use p o l y n om i a l r i n g : : Po l ynomia l ;
use r a n d d i s t r : :{ Uniform , D i s t r i b u t i o n } ;
use rand : : SeedableRng ;
use rand : : r ng s : : StdRng ;
pub mod r ing mod ;
use r ing mod : :{ polyadd , polymul , g e n un i f o rm po l y } ;

. . .

imp l De fau l t f o r Parameter s {
fn d e f a u l t ( ) => Se l f {

l e t n = 32 ;
l e t q = 59049 ;
l e t k = 8 ;
l e t mut p o l y v e c = vec ! [ 0 i 64 ; n+1] ;
p o l y v e c [ 0 ] = 1 ;
p o l y v e c [ n ] = 1 ;
l e t f = Po lynomia l : : new ( p o l y v e c ) ;
Parameter s { n , q , k , f }

}
}

Listing 1: lib.rs



Module-LWE: Library functions

pub mod r ing mod ;
use r ing mod : :{ polyadd , polymul , g e n un i f o rm po l y } ;

. . .

pub fn mu l v e c s imp l e ( v0 : &Vec<Polynomia l<i64>>, v1 : &Vec<Polynomia l<i64>>,
modulus : i64 , poly mod : &Polynomia l<i64>) => Polynomia l<i64> {

// take the dot p roduc t o f two v e c t o r s o f p o l y nom i a l s

a s s e r t ! ( v0 . l e n ( ) == v1 . l e n ( ) ) ;
// s i z e s need to be the same

l e t mut r e s u l t = Po lynomia l : : new ( vec ! [ ] ) ;
f o r i i n 0 . . v0 . l e n ( ) {

r e s u l t = po lyadd (& r e s u l t , &po lymul (&v0 [ i ] , &v1 [ i ] , modulus , &
poly mod ) , modulus , &poly mod ) ;

}
r e s u l t

}

Listing 2: Dot Product



Module-LWE: Library functions

pub fn mu l mat v e c s imp l e (m: &Vec<Vec<Polynomia l<i64>>>, v : &Vec<Polynomia l<i64
>>, modulus : i64 , poly mod : &Polynomia l<i64>) => Vec<Polynomia l<i64>> {

// mu l t i p l y a mat r i x by a v e c t o r o f p o l y n om i a l s

l e t mut r e s u l t = vec ! [ ] ;
f o r i i n 0 . .m. l e n ( ) {

r e s u l t . push ( mu l v e c s imp l e (&m[ i ] , &v , modulus , &poly mod ) ) ;
}
r e s u l t

}

Listing 3: Matrix Product



Module-LWE: Key Generation

use p o l y n om i a l r i n g : : Po l ynomia l ;
use module lwe : :{ Parameters , add vec , mu l mat vec s imp l e , g e n sma l l v e c t o r ,

g e n un i f o rm ma t r i x } ;
use s t d : : c o l l e c t i o n s : : HashMap ;

pub fn keygen (
params : &Parameters ,

s eed : Option<u64> // random seed
) => ( (Vec<Vec<Polynomia l<i64>>>, Vec<Polynomia l<i64>>) , Vec<Polynomia l<i64>>) {

l e t (n , q , k , f ) = ( params . n , params . q , params . k , &params . f ) ;
// Genera te a p u b l i c and s e c r e t key
l e t a = gen un i f o rm ma t r i x (n , k , q , s eed ) ;
l e t sk = g e n sma l l v e c t o r (n , k , s eed ) ;
l e t e = g e n sma l l v e c t o r (n , k , s eed ) ;
l e t t = add vec (&mu l mat v e c s imp l e (&a , &sk , q , &f ) , &e , q , &f ) ;

// Return p u b l i c key ( a , t ) and s e c r e t key ( sk ) as a 2= t u p l e
( ( a , t ) , sk )

}

Listing 4: keygen



Module-LWE: Encryption
use p o l y n om i a l r i n g : : Po l ynomia l ;
use module lwe : : r ing mod : :{ polyadd , po lysub , n e a r e s t i n t } ;
use module lwe : :{ Parameters , add vec , mu l mat vec s imp l e , t r an spo s e ,

mu l v e c s imp l e , g e n sma l l v e c t o r } ;

pub fn en c r yp t (
a : &Vec<Vec<Polynomia l<i64>>>,
t : &Vec<Polynomia l<i64>>,
m b : Vec<i64>,
params : &Parameters ,
s eed : Option<u64>

) => (Vec<Polynomia l<i64>>, Po lynomia l<i64>) {
// get pa ramete r s
l e t (n , q , k , f ) = ( params . n , params . q , params . k , &params . f ) ;
// gen e r a t e random ephermal keys
l e t r = g e n sma l l v e c t o r (n , k , s eed ) ;
l e t e1 = g e n sma l l v e c t o r (n , k , s eed ) ;
l e t e2 = g e n sma l l v e c t o r (n , 1 , s eed ) [ 0 ] . c l o n e ( ) ; // S i n g l e po l ynom ia l
// compute n e a r e s t i n t e g e r to q/2
l e t h a l f q = n e a r e s t i n t (q , 2 ) ;
// Conver t b i n a r y message to po l ynom ia l
l e t m = Po lynomia l : : new ( vec ! [ h a l f q ] ) *Po lynomia l : : new (m b) ;
// Compute u = aˆT * r + e 1 mod q
l e t u = add vec (&mu l mat v e c s imp l e (& t r a n s p o s e ( a ) , &r , q , f ) , &e1 , q , f ) ;
// Compute v = t * r + e 2 = m mod q
l e t v = po l y sub (&po lyadd (&mu l v e c s imp l e ( t , &r , q , &f ) , &e2 , q , f ) , &m, q , f

) ;

( u , v )
}

Listing 5: encrypt



Module-LWE: Decryption

use p o l y n om i a l r i n g : : Po l ynomia l ;
use module lwe : :{ Parameters , mu l v e c s imp l e } ;
use module lwe : : r ing mod : :{ po lysub , n e a r e s t i n t } ;

pub fn de c r yp t (
sk : &Vec<Polynomia l<i64>>, // s e c r e t key
q : i64 , // c i p h e r t e x t modulus
f : &Polynomia l<i64>, // po l ynom i a l modulus
u : &Vec<Polynomia l<i64>>, // c i p h e r t e x t v e c t o r

v : &Polynomia l<i64> // c i p h e r t e x t po l ynom ia l
) => Vec<i64> {

//Decrypt a c i p h e r t e x t (u , v )
// Retu rns a p l a i n t e x t v e c t o r

//Compute v=sk*u mod q
l e t s c a l e d p t = po l y sub (&v , &mu l v e c s imp l e (&sk , &u , q , &f ) , q , &f ) ;
l e t h a l f q = n e a r e s t i n t (q , 2 ) ;
l e t mut d e c r y p t e d c o e f f s = vec ! [ ] ;
l e t mut s ;
f o r c i n s c a l e d p t . c o e f f s ( ) . i t e r ( ) {

s = n e a r e s t i n t (* c , h a l f q ) % 2 ;
d e c r y p t e d c o e f f s . push ( s ) ;

}
d e c r y p t e d c o e f f s

}

Listing 6: decrypt



Module-LWE: Homomorphic Addition

pub fn t e s t hom add ( ) {
l e t seed = None ; // s e t the random seed
l e t params = Parameter s : : d e f a u l t ( ) ;
l e t (n , q , f ) = ( params . n , params . q , &params . f ) ;
l e t mut m0 = vec ! [ 1 , 0 , 1 ] ;
m0 . r e s i z e (n , 0) ;
l e t mut m1 = vec ! [ 0 , 0 , 1 ] ;
m1 . r e s i z e (n , 0) ;
l e t mut p l a i n t e x t s um = vec ! [ 1 , 0 , 0 ] ;
p l a i n t e x t s um . r e s i z e (n , 0) ;
l e t ( pk , sk ) = keygen(&params , seed ) ;
// Encrypt p l a i n t e x t messages
l e t u = enc r yp t (&pk . 0 , &pk . 1 , m0, &params , seed ) ;
l e t v = enc r yp t (&pk . 0 , &pk . 1 , m1, &params , seed ) ;
// Compute sum o f enc r yp t ed data

l e t c i p h e r t e x t s um = ( add vec (&u .0 ,& v . 0 , q , f ) , po lyadd (&u .1 ,& v . 1 , q , f ) ) ;
// Decrypt c i p h e r t e x t sum u+v
l e t mut dec rypted sum = dec r yp t (&sk , q , f , &c i p h e r t e x t s um . 0 , &

c i p h e r t e x t s um . 1 ) ;
dec rypted sum . r e s i z e (n , 0) ;

a s s e r t e q ! ( decrypted sum , p l a i n t e x t s um , ” t e s t f a i l e d : { :?} != { :?}” ,
decrypted sum , p l a i n t e x t s um ) ;

}

Listing 7: homadd
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